Al Fuad Exchange — Consumer Awareness Hub

At Al Fuad Exchange, we want to help you make safe financial choices. Our Awareness Hub
gives you simple tips, alerts, and advice to protect yourself from fraud, scams, and other risks.

1. How Fraudsters May Contact You

Scammers can reach you in different ways:

¢ Phone calls — Pretending to be from banks, police, companies, or even family members
using Al voice cloning. Fraudsters can record a small sample of someone’s voice
(sometimes from social media) and use Al to mimic it. Victims may receive calls
requesting urgent money transfers or confidential information.

e SMS / WhatsApp — Fake urgent messages or links.

¢ Email — Fake notices, phishing links, or harmful attachments.

e Social media — Fake accounts pretending to be official.

Tip: Real companies will never ask for your PIN, password, or OTP through phone, email, or
social media. Always verify requests through a trusted secondary channel before taking action.

2. Common Scam Situations

1. Phishing Email
o What happens: You get an email saying your card is blocked and must click a link
or call a number.
o Warning signs: Urgent tone, links asking for personal info.
o What to do: Don’t click. Check directly with Al Fuad Exchange.

2. Fake Lottery or Prize
o What happens: A message says you won a prize but need to give details or pay a
fee.
o Warning signs: Asking for money or personal information.
o What to do: Al Fuad Exchange never asks for fees. Always confirm with us.



3. Phone Call Asking for OTP
o What happens: Caller pretends to be from your bank, police, or even a family
member using Al voice cloning and asks for OTP or card details.
o Warning signs: Pressure to act fast, request for secret info.
o What to do: Never share OTP or PIN. Hang up and report.

4. Fake Social Media Accounts
o What happens: You get a friend request or message from a fake Al Fuad
account.
o Warning signs: Few followers, strange usernames, prize claims.
o What to do: Don’t reply. Report the account.

5. ATM Skimming
o What happens: Fake devices or cameras steal your card info at an ATM.
o Warning signs: Loose devices, strange screens or errors.
o What to do: Cover your PIN. Report suspicious ATMs.

6. SIM Swap Fraud
o What happens: Your mobile network stops working. Scammers try to get your
OTPs.
o Warning signs: Sudden loss of service, calls asking to confirm details.
o What to do: Call your mobile provider. Never share OTPs.

7. Business Email Scam
o What happens: You get an email from a “supplier” asking you to pay to a new
account.
o Warning signs: Urgent payments, email address looks slightly different.
o What to do: Call your supplier on their real number. Don’t click links.

8. Identity Theft
o What happens: Your Emirates ID, birth date, or bank info is stolen.
o Warning signs: Strange account activity, unknown requests for info.
o What to do: Watch your accounts closely. Report any issue quickly.

3. General Safety Tips

¢ Always check messages and calls before responding.
e Don’t share your PIN, password, or OTP.
e Use safe internet connections.



e Don’t send money to unknown people.

e Teach family and friends about scams.

e Be extra cautious of Al-generated voices pretending to be someone you trust. Verify all
urgent requests through another trusted channel.

4. Points to take considering

e Scammers use urgency, secrecy, and lies.
e Stay alert and verify before acting.

e Never share secret information.

e Report suspicious cases quickly.

5. Report Fraud
Al Fuad Exchange:

e Landline: +971 (4) 221 1117
e Mobile: +971-505364545
e Email: customerservice@alfuadexchange.com

Authorities:
DUBAI POLICE

‘_m J.u.l e Toll Free number 901
UB e E-Crime Online Platform

ABU DHABI POLICE
e “Aman” service hotline at 800-2626

Stbagl dloy i e adpolice.gov.ae
ABU DHABI POLICE

MINISTRY OF INTERIOR
b/ ’ e 800500
.'-—J

UNITED ARAB EMIRATES ° moi@moi.gov_ae
MINISTRY OF INTERIOR

Knowledge is your best protection. Stay aware, stay safe with Al Fuad Exchange.
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